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I. INTRODUCTION 
 

Nowadays, companies of different sizes widely use various services offered on the Internet such 

as e-mails, websites of organizations, online banking, etc. The adoption of ICT systems and the 

Internet has provided significant opportunities for organizations to broaden their business 

horizons, but has increased the risk of their exposure to cyber threats. Nowadays business 

development, cyber security represents one of the main challenges faced by IT enterprises, 

especially Small and Medium Enterprises (hereinafter referred to as SMEs), which must constantly 

generate competing ideas for ensure stability in markets. 

SMEs are an important driver for the innovation and economic growth of the country where they 

operate. At the same time, SMEs should benefit as much as possible from technological 

innovations, assess the need and benefit from the appropriate and economical implementation of 

technological innovations in the field of ICT. Considering cyber security, SMEs are not always 

aware of the risks and consequences of business for technology development in the absence of 

application of the appropriate level of protection against potential cyber attacks. 

Cyber attacks like data loss, DDoS and ransomware attacks have increased and the consequences 

of financial losses up to reputation damage can be a significant damage to SMEs. Despite the fact 

that large enterprises have increased budget allocation to deal with cyber attacks, when it comes 

to SMEs it is more difficult to cope with and implement effective security measures in their ICT 

infrastructures. Security measures are often perceived as too complex, time consuming and require 

a high level of technical knowledge. 

To guarantee the right level of cyber security in SMEs it is important to apply at least some 

minimum security requirements according to the recommendations drawn by AKCESK. Another 

reason that affects the threat of cyber security is the lack of expertise of SMEs in implementing 

security features, updating security solutions in response to the cyber situation, to face and 

implement effective security measures in their ICT infrastructures, as well as the necessary short-

term and medium-term investment planning.  

There are various platforms that offer cost-effective solutions to cyber security tools. These 

solutions support SMEs in cybersecurity risk management processes and identify opportunities to 

implement secure and innovative technologies for the digital market.  

To increase the awareness of SMEs and the knowledge of SMEs on these issues, this brochure has 

been designed to represent an easily applicable methodology by the responsible SME staff. The 

main objective of using this brochure is to enable SMEs not to view cyber security as a barrier, but 

as an opportunity for the secure development of their business. This brochure presents facts and 

arguments why investing in cyber security is an opportunity to grow your SME business. 

 

 



II. European statistics on attacks and damage to SMEs 
 

Recent years, the development of new technologies have seen a constant transformation of the way 

Government, businesses and the way they interact with each other. According to a 2020 Fireeye 

report, in Europe, cybercrime statistics in SMEs reach about 77% of organizations, of which 44% 

do not consider themselves at risk.1  

According to a study by the UK Department for Digitalization, Culture, Media and Sport, the 

organizations most affected by cyber attacks are those that process personal data and their staff 

use personal equipment for work. 

SMEs are the backbone of Europe's economy. About 99% or 25 million EU businesses are 

included in this group. They employ approximately 100 million people and account for more than 

half of Europe's GDP and play an important role in economic life and value growth in every sector 

of the economy. SMEs bring innovative solutions to challenges such as climate change, resource 

efficiency and social cohesion and help spread this innovation throughout the regions of Europe. 

SMEs are therefore essential for a sustainable and digital economy in the European Union, for 

Europe's competitiveness and prosperity, industrial ecosystems, economic and technological 

sovereignty, and resilience to external factors.   

The organization’s data protection not only protects its reputation, but puts it in a safe and 

competitive position to provide the services required by customers. Organizations that fail to 

secure and protect data from cyber attacks do not simply endanger documents. Loss of sensitive 

data can negatively affect a company's reputation and finances, as well as the opportunity to grow 

in the market.  

According to the same study, cyber security does not necessarily have to be complex and time 

consuming. Some of the recommended tools through which SMEs can ensure a recommended 

basic level of security are: 

 Developing and applying a secure and complex password policy; 

 Install antivirus software for all computers 

 Update programs to newer versions.  

The vast majority of SMEs are unprepared and unaware of the consequences of cyber attacks, but 

customers are increasingly concerned about the security of their data. 

II. 1 The cyber ecosystem of SMEs in Europe 
 

                                                           
1 Fireeye, "Small and midsize enterprises: Stopping cybercrime against small and midsize enterprises," 

https://www.fireeye.com/offers/stop-cyber-crime-against-small-medium-enterprises.html, 2020. 



Digitalization can provide great opportunities for SMEs to improve production efficiency and the 

ability to innovate in products and business models. The use of advanced technologies, such as 

Blockchain and Artificial Intelligence (AI), Cloud and High Performance Computing (HPC) can 

progressively increase competition between them. 

But SMEs do not take full advantage of the data they have, which is at the heart of the digital 

economy. Some of them are not aware of the value of the data they create and administer, and are 

not sufficiently protected from potential cyber attacks. Only 17% of SMEs have successfully 

applied and integrated digital technologies into their businesses, compared to 54% of large 

companies.  

The results of a study by Cyber Streetwise and KPMG showed that for 23% of SMEs cyber security 

is one of their main concerns, which is turning into a way of doing business; 83% of consumers 

surveyed are concerned about which business has access to their data and 58% said a security 

breach would discourage them from using the same business in the future.  

Other survey statistics show that for 94% of procurement managers, cyber security standards are 

important when an SME implements a service or project, 86% of them would consider penalizing 

and terminating the contract in the event of a breach. If it was estimated that 60% of SMEs have 

suffered a security breach, only 29% of those who have not had such an experience rated reputation 

damage as significant and to be considered. 

The impact of an attack and security breach can be huge and with long-term consequences. 89% 

of small businesses surveyed who have suffered a security breach, say it had an impact on their 

reputation. Those attacked say 31% have suffered brand damage, 30% have lost customers and 

only 29% have secured business growth. 

SMEs that have suffered cyber attacks and security breaches have stated that 26% have 

experienced delays to customers and 93% of them have had an impact on the way the business 

operates. 

Traditional SMEs are often insecure about implementing digital business strategies, due to the 

difficulties in maintaining large databases, and shirking the responsibilities of using advanced 

Artificial Intelligence applications and tools. At the same time, they are considered the most 

vulnerable to cyber threats. 

 

Figura 1 Adoption of Digital technologies, Eurostat 2018 



II.2 Myth and reality of security 

 

Half of the businesses (51%) surveyed think it can never happen that they are the target of a cyber 

attack. This could probably explain the fact that about 33% of businesses are fully prepared for an 

attack. Moreover, 68% of businesses that have never been part of an attack think they are almost 

never at risk, according to the same study by KPMG.  

6 in 10 of the small businesses surveyed have had experience with cyber attacks. 

Small businesses are putting themselves at risk by underestimating the huge impact a cyber attack 

could have on their reputation.   

Despite the fact that a large portion of the businesses surveyed constantly think about their 

reputation, they do not consider the fact how a cyber attack can affect their business. In fact, 23% 

of surveyed companies that have not had previous experience with cyber attacks say that the 

damage caused by a cyber attack should be considered.  

Less than half of these businesses think that a cyber attack may discourage consumers from staying 

a customer in the future. 

In reality, small businesses are underestimating the real impact that a cyber attack brings. The 

majority of consumers (58%) surveyed say that a security breach would discourage them from 

continuing their business. 

* Businesses that have suffered a cyber attack have had these consequences:  

1. Damage to the brand; 

2. Loss of clients; 

3. Have lost the opportunity to attract new clients; 

4. Have lost the opportunity to expand their activities.  

 

III. Situation in Albania with statistical references 
 

SMEs are potential operators to be identified in the list of Critical and Important Information 

Infrastructures due to the volume and sensitivity of the data they process. 

The National Authority for CESK in the framework of increasing the level of security in 

cyberspace receives ongoing information from international partners on various aspects of cyber 

security. One of them is Bitsight, a cybersecurity rating company that analyzes companies, 

government agencies and educational institutions. Security assessments provided by BitSight are 

used by the relevant authorities to provide an overview of the cyber security situation at the 

national level and to issue alerts in the event of an attack. 



According to statistics provided by Bitsight, the security rating for SMEs reaches level 740. The 

security rating is an average of the rating of compromised systems, Diligence and behavior of SME 

users. 

The compromised systems component represents the organization's network equipment that shows 

symptoms of malicious activity. The diligence component shows the steps a company has taken to 

prevent attacks. The user behavior component requires malicious activity on company systems, 

such as downloading infected files.   

In this platform, for SMEs in the Republic of Albania, the most common vulnerabilities are found 

in the chart below: 

 

Figura 2 Top infections, Bitsight 

Gamarue allows attackers to remotely access compromised devices. It is spread mainly through 

email (spam). 

At the regional level, Albania is ranked the third in the SME security rankings, behind Serbia and 

Northern Macedonia.   



 

Figura 3 Regional ranking, Bitsight 

Like any business activity, information in SMEs must be strategically managed and protected. 

SME leaders need to understand the value of information processed in their systems and implement 

frameworks for evaluating and implementing information security.  

Usually, due to dynamic development, integration and security are not addressed in the 

construction phase. For this reason, information security planning and recovery after attacks are 

almost non-existent. It often happens that the risk of cyber security for SMEs does not extend 

beyond viruses and anti-virus programs. In our country, as in Europe, most SME leaders consider 

information security only as a technical intervention to address virus threats and back up data. On 

the other hand, staff training and awareness programs are often neglected. 

IV. Benefits of investing in SME cyber security and protection measures 
 

Cyber security management can be challenging and time consuming. Automating cybersecurity 

processes effectively helps businesses withstand potential threats and attacks. 

Social media and the internet have managed to integrate every family, school and SME within 

modern society and cyber ecosystem. The Internet has positively changed many aspects of life, 

such as providing new opportunities for doing business, enabling the expansion of the current one, 

as well as increasing financial profitability.  

A large number of SMEs are updating and integrating new digital technologies into their business 

processes to be competitive and successful in the market. The process of updating and providing 

services with new digital technologies is associated with a risk of exposing their vulnerabilities. 

This is why SMEs need to plan and invest in Cyber Security. 

 



Benefits of investing in cyber security 

1. Low cost Automating cybersecurity processes 

reduces IT costs, which are usually fixed 

and relatively high when there is an 

internal employee performing all IT 

functions. 

2. Step-by-step development Recruiting a qualified cyber security 

employee does not provide total protection 

against potential cyber attacks. On the 

other hand, through cyber security 

software, your business provides step-by-

step guides and instructions that directly 

address cyber threats and strategies for 

minimizing the impact of those threats. 

3. Competitive advantage for SMEs Unlike large businesses, SMEs cannot 

afford the support and solution of cyber 

problems from in-house employees. On the 

other hand by choosing to automate the 

search for vulnerabilities in the system, 

you can gain the same level of security as 

large firms and businesses. 

4. Permanent control Like other business investments, running a 

cyber security solution by the business 

itself carries a considerable risk to be 

assessed. However, with the right 

knowledge and expertise in security issues, 

contracted software will provide your 

company and provide reliability and 

credibility for a certain period of time. 

 

5. Updating with new technology Changes in market demand may require 

business expansion. Hackers have also 

found different ways of exploiting security 

measures imposed by businesses. 

However, in the case of operating with 

software, you will receive weekly reports 

on the status of your business, bringing to 

your attention any issues that you need to 

be careful about or take action on. 

 



Protective measures that need to be implemented  

1. Protect business and consumers A successful attack not only affects the 

business, but affects how customers will see 

your company and directly choosing an 

alternative company with more credibility. 

Cyber attacks destroy the reputation of your 

business. All businesses have their own 

database, which includes sensitive 

information, which can be subject to 

unauthorized access and loss if the proper 

Cyber Security criteria are not implemented. 

Businesses that fail to manage the personal 

data they create and process in accordance 

with the GDPR can be penalized with 

regulatory sanctions. 

2. Stay coherent about the latest 

attacks 

The protection of personal data should be a 

priority for businesses because failure to 

implement the criteria and norms of Cyber 

Security and Data Protection (GDPR, 

IASME), puts customers at a massive risk to 

their privacy. 

Even if you think your business is protected, 

cyberattacks have increased in considerable 

numbers and are becoming increasingly 

sophisticated reaching in some cases to attack 

the most advanced security systems. 

3. Increases the level of cyber security 

in networks / systems 

By following and taking the initial steps to 

better protect your business, yourself and 

customers, you create a more secure business 

and a credible image for your customers. 

Cybercrime will continue to evolve, 

developing new threats each year. For this 

reason, business should make taking 

measures to prevent cyber attacks a top 

priority. Nowadays, the rate of evolution of 

cyber attacks is exceeding the level of 

security that businesses have implemented. 

This is why cyber security is now considered 



more important than ever for SMEs. We need 

to be aware that a cyber attack has more to do 

with the question "When" rathen than "If". 

 

Below is a business model for an SME operating in the Republic of Albania. The approximations 

are based on the average investment costs in the sector as well as the self-declarations of the 

operators for each of the table items such as the current average costs for a cyber attack, number 

of attacks per year, initial investment, other indirect costs. 

 

Figura 4 Business Case 

Methodology of calculating the cost of capital 

The cost of capital is based on the Capital Asset Price Model, where: 

- The risk-free rate is considered the interest rate of the 10-year bond of the Albanian government; 

- market risk premium (beta) is based on Demodaran; 

- size risk premium according to Duff and Phelps 

- company specific premium is considered between 1-2%, in order to include all other risks left 

out. 

Capital cost formula 

NVM EUR

Shpenzimet aktuale

Shpenzimet aktuale mesatare per nje sulm kibernetik 20.000      

Numri I sulmeve per nje vit 0,5             

Totali I shpenzimeve per nje vit 10.000      

Skenari I - Investim i brendshëm

Servera 6.000         

Infrastruktura e rrjetit 1.500         

Ndërtimi i Telefonisë VOIP 12.000      

Routers dhe Switches 10.000      

Firewall 2.000         

Software te ndryshem 9.000         

Totali 40.500      

Mirembajtja 1.000         

Skenari II - Shërbim nga palë të treta

Kostot e sherbimit 8.000         

Kosto indirekte 1.000         



Cost of Capital = Risk-free rate + beta (market risk premium + size risk premium + company 

specific premium). 

Debt Cost is based on long-term liabilities denominated in Lek according to the Bank of Albania, 

considering the effect of 15% corporate income tax for companies in Albania. 

Financing Structure (Capital + Debt) is based on the average market structure from Damodaran. 

Based on these indicators, the financial model is created, which shows that for such a company 

the rate of return on investment reaches the value of 24%.

 

Figura 5 Return from the project 

 

Figure 6 Return from the project, outsource 

Choosing between insource and outsource in cyber security is a dilemma faced by many 

organizations. Like many other business dilemmas that seem to address abstract concepts, drawing 

a correlation with everyday life is rewarding. Assessing the capability of your internal staff versus 

external staff requires a cost-effectiveness analysis. According to the analysis, the first scenario is 

more profitable for small and medium organizations. 

Kthimi nga projekti - NVM Inflation 2,3%       3,2%       3,0%      3,1%      3,1%      3,1%      3,1%      3,1%      3,1%      3,1%      

EUR 2020 2021 2022 2023 2024 2025 2026 2027 2028 2029 2030

Shpenzimet e kursyera 10.000    10.230    10.557    10.874    11.211    11.559    11.917    12.286    12.667    13.060    13.465    

Investimi fillestar (40.500)   

Mirembajtja (1.000)     (1.023)     (1.056)     (1.087)     (1.121)     (1.156)     (1.192)     (1.229)     (1.267)     (1.306)     (1.346)     

Demtim imazhi (1.000)     (1.023)     (1.056)     (1.087)     (1.121)     (1.156)     (1.192)     (1.229)     (1.267)     (1.306)     (1.346)     

Fluksi I lire I parase (32.500)   8.184      8.446      8.699      8.969      9.247      9.534      9.829      10.134    10.448    10.772    

Kosto e kapitalit te projektit 14,0%                 

Periudha  -             0,5          1,5          2,5          3,5          4,5          5,5          6,5          7,5          8,5          9,5          

Faktori I skontimit 1,00        0,94        0,82        0,72        0,63        0,55        0,49        0,43        0,37        0,33        0,29        
Vlera e skontuar e fluksit te lire te parase (32.500)   7.665      6.939      6.269      5.670      5.128      4.637      4.194      3.793      3.430      3.102      

Tregues kryesore financiare

Vlera aktuale neto (NPV) 18.328    

Norma e brendshme e kthimit (IRR) 24%        

Periudha e shlyerjes (PBP) ne vite 7             

Flukset e akumuluara (32.500)   (24.835)   (17.896)   (11.627)   (5.957)     (829)        3.808      

Viti i shlyerjes se investimit  -              -              -              -              -              -             7             

Kthimi nga projekti - NVM Inflation 2,3%      3,2%      3,0%      3,1%      3,1%      3,1%      3,1%      3,1%      3,1%      3,1%      
EUR 2020 2021 2022 2023 2024 2025 2026 2027 2028 2029 2030

Shpenzimet e kursyera 10.000               10.230    10.557    10.874    11.211    11.559    11.917    12.286    12.667    13.060    13.465    

Kosto e sherbimit (8.000)               (8.184)     (8.446)     (8.699)     (8.969)     (9.247)     (9.534)     (9.829)     (10.134)   (10.448)   (10.772)   

Fluksi I lire I parase 2.000                 2.046      2.111      2.175      2.242      2.312      2.383      2.457      2.533      2.612      2.693      

Kosto e kapitalit te projektit 14,0%                     

Periudha  -                       0,5          1,5          2,5          3,5          4,5          5,5          6,5          7,5          8,5          9,5          

Faktori I skontimit 1,00                   0,94        0,82        0,72        0,63        0,55        0,49        0,43        0,37        0,33        0,29        

Vlera e skontuar e fluksit te lire te parase 2.000                 1.916      1.735      1.567      1.417      1.282      1.159      1.049      948         858         776         

Tregues kryesore financiare

Vlera aktuale neto (NPV) 14.707               


